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Agenda

@ Windows Vista Security Approach
@ Retrospective Case Study
A Q&A
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A Quick Heads-Up

@ Did you see this presentation atBlackHat or HitB?

@ No significant new information here
A New organization of information, though
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Who Am 1?7

@ Lead Security Program Manager in Windows Security
Assurance

A Windows Security Assurance does the following for Windows feature
teams:

u Evangelize security
u  Consult on design and implementation
a  Train on attacker and defense techniques
u Develop and enforce security policies
@ Joined Microsoft 14 years ago
Deployment and management support
A Financial services
A Online security
A Windows security
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Goals of This Talk

@ Explain what we did in Windows Vista
A Overview of security engineering activities
A Some detail on our major security initiatives
A Overview of our work on mitigations

@ Listen to
A Any engineering-focused feedback you have
A How you think weodore doing

@ Ungoal:
A Security features (e.g., BitLocker)
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Windows Vista Security Approach

Everything in Windows XF®? SP2 SDIplus

@ Automate proven techniques
@ Methodically apply security expertise on whole OS

@ Additional Defense-in-Depth mitigations \\
ol
o 4
The Goal: —_2e

Stop playing Whac-a-Mole
Find and fix vulnerabilities before shipping
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