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¾Mandatory process at Microsoft 

¾Covers development from conception to 

shipping & updates

¾ Includes threat modeling during design 

phase
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¾ Almost 10 years of SDL threat modeling 

¾More than one process developed/year

¾Massive profusion of ideas and 

experiments
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¾ 1999 "Threats to Our Software" (Garms, Garg, Howard)

·Developed STRIDE

¾ 2001 Writing Secure Code (Howard, LeBlanc)

¾ 2002 Writing Secure Code, 2nd edition (Howard, LeBlanc)

·Wysopal/Howard work integrated @Stake, Microsoft processes

·Added DREAD

¾ 2004 Formal rollout of security development lifecycle 

(SDL) 

· Includes threat model to meet secure-by-design commitment of 

SD3+C

¾ 2004 Threat Modeling (Swiderski, Snyder)

¾ 2006 Security Development Lifecycle, the book (Howard, 

Lipner)

¾ é
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¾ The process is complex 
·Eleven steps

· " Only works with an expert in the room"

· Jargon overload

¾ The process is disconnected from development

¾ ñWeôre a component, we donôt have assetsò

¾ Few customers for threat modeling artifacts
· "Throw it over the wall to security"

¾ It's hard to tell if the threat model is
·Complete?

·Accurate and up-to-date?

¾ Expensive to do, value not always clear
· (Especially if you're not sure how to threat model)

¾ Training

¾ The list of pain points goes on and oné
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¾ SDL process 

¾ Writing Secure Code process (Howard and LeBlanc)

¾ Threat Modeling (Swiderski and Snyder, Microsoft Press)

¾ "Guerilla Threat Modeling" (Torr)

¾ Patterns and Practices (J.D. Meier)

¾ Threat modeling for dummies (Larry Osterman)

¾ Line-of-business threat modeling (ASAP/ACE team)

¾ Per team

·MED threat modeling (Lyons)

· "Creating High-Quality Shell TMAs" (Yadav, Sheldon, Douglas)




