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Intro

ÅWho am I

ÁDavid Bryan ïAka VideoMan
ÊHacker, technology enthusiast, security consultant, 

CISSP
Ê Involved in DEFCON since 6

Ê Firewall and network design as of DC10 to present

ÊBrews beer

ÊBikes

ÊPlays with electronics

ÊWorks for a Minnesota based security consulting 
company, NetSPI

Êdave@drstrangelove.net or david.bryan@netspi.com
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Technologies

ÅCommon Open Standards

ÁSIP (Session Initiation Protocol)

ÁIAX (Inter-Asterisk eXchange)

ÅProprietary 

ÁNortel

ÊUNIstim (Unified Networks IP Stimulus)

ÁCisco

ÊMGCP (Media Gateway Control Protocol)

ÊSCCP (Skinny Client Control Protocol)�

Á3Com
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Business Case

Á Can share or use common infrastructure

Á Reduces the cost of phone system 
deployments
Ê 25 person office ~ $6-12K for full PBX 

deployments

Ê Large enterprises

ÊTrunks, MAN, WAN

ÁOffers additional features for little cost 
Ê Soft phones

Ê Easier management

Ê Voicemail, conference bridges, etc.

Á Rapid deployment for new environments

ÁOverall reduced cost & ease of 
management
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Threats

ÅLack of Confidentiality
ÊAllows for Eavesdropping

ÊAllows for Interception

ÅLack of Integrity
ÊSession hi-jacking

ÊSession replay attacks

ÅLack of Availability
ÊProne to denial of service conditions

ÊWeak protocol stacks

Ê911
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Tools

ÅUnistimpy 

ÅVomit

ÅCain and Abel

ÅSipvicious

ÅVoIP Hopper

ÅSipsak

ÅSIPp

ÅRTP Inject

ÅEtc, etc, etc.
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Risks

ÅPhone calls getting 

dropped

ÅEndpoints being 

attacked, rebooted

ÅBogus voice data

ÅForged or intercepted 

calls

ÅLoss of confidentiality
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Main reason?

ÅLack of secure 

transport methods

ÅLack of good 

authentication 

methods

ÅLack of 

nonrepudation
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Demo

ÅDemo

ÁInject

ÁReboot

Á?
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Counter Measures

ÅVLANs and Router ACLs

ÅQuality Of Service (QOS)

ÅNetwork Access Control 
(NAC)

ÅSecure SIP (TLS) and 
Secure Real Time Protocol 
(SRTP)

ÅZfone and ZRTP

ÅSkype ïJust kidding!  
Proprietary.


