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Background

A Professor at University of Advancing Technology
A Forensic Contractor
A Software Developement




Virtual Traces

A Without actually installing anything
anywhere

A There is no information left behind on the
computer




Objectives

A Explain the methods used for server and
desktop virtualization

A Explain how virtualization affects a forensic
Investigation

A Explore methods to find virtualization
artifacts and identify virtual activities




Virtual Market

Everybodyodos doing It
Within 3 yrs - between 480 million and 846
million virtualized PCs




Recent Virtual Examples

HP 96 TB virtual storage - The array
virtualizes at system initialization.

InstallFree converts a Windows desktop into
an encrypted virtual machine file.
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Virtual Machine Environment
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The hypervisor - thin software layer that
controls how access to a computer's
processors and memory is shared

(proxy between virtual systems and physical
resources)




Virtual Technology Players

VMWare
Microsoft - Hyper V
Parallels
Citrix - XenExpress
Sun i VirtualBox



Virtualization on Phones

Motorola & VirtualLogix

One phone that runs Windows CE,
Blackberry and Android i Embedded VM




Virtual Boxes

Pano
InBoxer Anti-Risk Virtual Appliance



Virtual Applications

VM- Thinstall
Qumranet i SPICE Protocol
Streamed or individually contained
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